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About this guide

This is the troubleshooting guide for the Snare Serv er. It allows users of the Snare Server to fault
find common problems and undertake remedial actions to ensure the Snare Server works optimally.
Other guides that may be useful to read include:

« Snare Toolset White Paper.

« Snare Server Installation Guide.

« Snare Server User’'s Guide.
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1. [General inFormatrion

1.1

1.2

Snare Log FiLes

In a few cases, the contents of /var/log/snare.log may need to be checked for any
reportable errors. In Snare Server 4.0 and above, the objective 'Display the Snare Log File'
under the 'Snare Utilities -> Snare Server Administrati ve Tools' objective allows you to view
and mail the latest snare.log file directly to an email address.

These log files automatically rotate every day, and so the log file being viewed is actually
the current day's log file. If need be, the Intersect All iance support team may require you to
send the contents of this log file to them, for analy sis. If required, use the email function at

the bottom of this objective, and ensure the number of |  ines, via the 'Configure' tab, is large
enough to show all lines.

Pertarwmance Graphs

In Snare Server 4.0 and above, performance graphs have been included to so users and
Intersect Alliance support staff can monitor the key r esource usage over the period of a
week, on any given Snare Server. The graphs are shown h 'Status and Statistics -> System
Status'. At the bottom of this page, on the left hand side, is a hyper link that allows the page
to be copied in PDF format. If need be, select this URL and mail the PDF copy to the
Intersect Alliance team, when requested.
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2. |[UnablLe tro access trhe Snare Server wia rhe Wt

2.1 Symptrows

A web browser is used to connect to the Snare Server,
displayed stating that the site cannot be found.

b ut it either 'times out' or a page is

2.2 Recovmmended debugging procedure

1. Check server is alive by 'pinging' the DNS name or IPAddress of the box, as shown below in

Figure 1. If the machine is not able to be 'pinged’,

then it is either off line, turned off, or

the network is down or unable to be accessed at some poin t.

INNT" System 32 crnd.exe

t Windows 2WBE [Version 5.BB.21951

M
(C> Copyright 1985-2008 Microsoft Corp.

C:Nrping 18.8.1.4

Pinging 18.8.1.4 with 32 bytes of data:

TTL=64
TTL=64
TIL=64
TTL=64

Reply from
Reply from
Reply from
Reply from

18.8.1.4: bhytes=32 time<{18ms
18.6.1.4: bytes=32 time<1Bms
1@8.8.1.4: bytes=32 time<1Bms
18.68.1_.4: bytes=32 time<{iBms

Ping statistics for 18.6.1.4:

Packets: Sent = 4, Received = 4, Lost = 8 {Bx loss>,
Approximate round trip timesz in milli-seconds:

Minimum = Bmez, MHaximum = Bns. Average = Bns
GNP

Figure 1 MS Windows 'Ping' command

2. Check proxy settings on the browser. Try and connect via the agency/company browser,

and then turn off the proxy setting, OR configure the

3.
connection attempt is slow, then it is likely to be du

proxy bypass settings.

If the above task is successful, then attempt to conn ect to the Snare Server using SSH. If a

e to the Snare Server undertaking a

large scheduled task. However, in most cases, the Snare Server should respond reasonably
quickly to web requests when a user attempts to connectt o it via a web browser.

2.3 InFormAtrion Reguired 1IN eventr @t serviece GALL tre

trhe supportr wvendak

The following information will be required in event of a

service call being placed:

+ Screen shot of the 'ping' results, as per Figure 1 above.
+ Any console errors if the Snare Server is unable to be bo oted.
+ Results of testing for access to the Snare Server via a web browser, with AND without

proxy settings being set.
+ Screen shot of the 'System Status' objective.
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3. [No emaiLs are Being received

3.1 Symptrows

Emails are not being received from the Snare Server.

3.2 Recavmmended debugging procedure

1. Check that the Snare Server is alive by 'pinging' the D NS name or IP Address of the box
(see Figure 1). If the machine is not able to be 'pinged ', it is either off line, turned off, or
the network is down at some point.

2. Check the mail server is alive by 'pinging' the name/ad dress of the box as it is specified in
the Snare Server Configuration Wizard (see Figure 2). The Wizard can be activated by
selecting it from 'Snare Utilities-> Snare General Config uration Items'. If the mail server is
not able to be 'pinged, it is either off line, turned of  f, or the network is down at some
point.

Figure 2 Mail Server
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3. Connect to the Snare Server via a web browser and log in as Administrator.

4. Check the 'Health Checker' objective to see if there is a ny error being reported regarding
email delivery. In most cases, email is not being receiv ed if the email server specified in
the Configuration Wizard is incorrect or non-existent. The Wizard can be activated by
selecting it from 'Snare Utilities-> Snare General Config uration Items'.

5. From time to time, emails may not be received if the  scheduled (daily, weekly or
monthly) processing is taking an inordinate amount o f time. Check the 'Health Checker'
objective, and the item 'Scheduled Tasks — completion' t o see if there are any outstanding
tasks. If there are they may be terminated by using the 'Snare Process Management'
objective in 'Status and Statistics'. Figure 3 shows where to check for active tasks. The
'‘Snare Process Management' objective can be used to see i there are any outstanding or
‘hung' tasks. If there appears to be tasks that are ' hung' then these may be terminated as
shown in Figure 3 below.

Figure 3 'Snare Process Management' objective

6. In a few cases, you may need to check the content of /var/log/snare.log for any
reportable errors. If this is the case, see paragraph 1.1 above on how to check the file.
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7. In order to simulate a 'Daily Scheduled' run, the foll owing code can be executed via an SSH
command shell. This will allow further fault finding  of the email distribution process.
NOTE: The 'Health Checker' objective MUST be set to 'Daly' in the 'Scheduled Tasks' tab,
AND an email recipient must be nominated.

root@snare:~#data/Snare/SCRunner.php variww/html/SNARE/StatistiésAlthCheck.php

3.3 InfFormAtrion Reqguiked v eventr @fF serviee GAaLL tra
trhe suppartr wvendakr

The following information will be required in event of a  service call being placed:

« Screen shot of the 'Health Checker' objective. This will p rovide the time taken to
complete an average day's scheduled tasks.

« A copy of the /var/log/snare.log file, on the SAME DAY as when the email problem
occurred. This may indicate email delivery problems. See p aragraph 1.1 above.

« Screen shot of the 'Snare Process Management' objective. This will provide an indication of
outstanding tasks.
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4.1 Symptroms

When connecting to the Snare Server via a web browser, th e Login page takes an inordinate
amount of time to be displayed.

4.2 Recommended debugging procedure

1. Connect to the Snare Server via a web browser and log in as Administrator.

2. In some cases, the slow response may be due to a continuation of the (daily, weekly or
monthly) scheduled tasks. This may be due to the high v olumes of events which have been
received by the Snare Server. Check the 'Snare Process Maagement' objective to see if
there are any outstanding or 'hung' tasks. See Figure 3.

3. Check the 'Health Checker' objective to see if there is an y error being reported.

4. If you cannot log into the Snare Server as Administ rator, there is a possibility that the
problem is related to the Snare Server license. If thee is no valid license for the Snare
Server (Figure 4) (http://address.of.snare.server/ ) will display the following information.

Figure 4 Snare Server Index Page
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6. At this point, you will need to obtain a valid lic  ense from your reseller.

4.3 InFormatrion rReguired I1n eventr ofF serviee calLL tro
trhe suppoartr wvendak

The following information will be required in event of a  service call being placed:

« Screen shot of the 'Health Checker' objective. This will p rovide the time taken to
complete an average day's scheduled tasks.

« A copy of the /var/log/snare.log file, on the SAME DAY as when the problem occurred.
This will indicate progress of the daily scheduled ta sks. See paragraph 1.1 above.

« Screen shot of the 'Snare Process Management' objective.
« Screen shot of the 'System Status' objective.
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5.1 Symptroms

Using the 'General Statistics' objective or other means, it is clear that information is not
being received by agents.

5.2 Recavmendeo debugging praocedure

1. NOTE: Undertake the following tasks in the event of a handful of a gents not
reporting. If events are NOT being received by ANY agent, then skip to step 4 below.
If the agent has remote control enabled, attempt to conn ect to the remote control web
server, and log into the agent. Remote access via a web b rowser can be effected by
selecting the 'Select Individual Client Systems' objecti ve in 'Snare Agent Information', and
then selecting the relevant category. For example Figure 5 below shows the 'Select
Individual Client Systems', and the 'IPTablesFirewall' system has been selected. If remote
access is possible, then the host is either collecting ver vy little information on a daily
basis, or the filters have been set too tightly so that very few if any events are being
forwarded to the Snare Server.

Figure 5 Selecting a specific agent for remote access
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2. If the agent is not active, does not have remote contro | enabled, or has been un-installed,
then a connection will not be possible. Check whether the Snare service is active on the
remote host, by logging into the host and verifying that the Snare service is active. Check
whether Snare is still installed on the box, or if the Snare Service is not active. The Snare
Agent documentation will assist you with this fault f inding process.

3. If the Snare agent software is still installed, att empt to restart the service via the
command line. Failure of the service to start, or a ¢ ontinuing failure may indicate a
problem with the Snare agents.

4. If no events are being received, check whether the Snare Server collection services are
active via the 'Health Checker' objective, as shown in Figure 6 below. If they are not, the
problem will be highlighted and buttons presented to rest art the service. Check the
'Health Checker' objective regularly to ensure itis not a consistent problem.

Figure 6 Checking the collection services
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5.3 InfFormatrion Reqguired in eventr @fF serviee GaLL tra
trhe supportr wvendak

The following information will be required in event of a  service call being placed:

« Screen shot of the 'General Statistics' objective, AFTER a manual regeneration. This will
provide information on which agents have or have not b een reporting.

« Screen shot of the 'Health Checker' objective. This will p rovide the time taken to
complete an average day's scheduled tasks.

« A copy of the /var/log/snare.log file, on the SAME DAY as when the problem occurred.
This will indicate progress of the daily scheduled ta sks. See paragraph 1.1 above.

« Screen shot of the 'Snare Process Management' objective.
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6.1 Symptrows

Images presented by the Snare Server in an electronic mail message, or in some specific
objectives, are not rendered correctly or do not appear at  all.

6.2 Recaomwended dcebugging procedukre

1. Attempt to connect to the Snare Server using another t ype of browser. If, for example,
Internet Explorer is used, then try accessing using Mozil la Firefox. In some cases, some
browsers or browser settings preclude images being displayed.

2. Check that the correct DNS name is displayed in the Con figuration Wizard. The Wizard can
be found in the 'Snare General Configuration Items' ob jective in 'Snare Utilities' category.
If an incorrect DNS alias or IP Address is entered for t he 'Snare Server Domain (DNS) Name'
entry, then the wizard will not be able to resolve the DNS name. See Figure 7 below.

Figure 7 DNS Entry in Snare Configuration Wizard
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3. If your site is using a DNS, and the Snare Server aldress has been entered, then attempt
to 'ping' the Snare Server from a desktop. If it doesn't appear, then it may be the incorrect
IP address or DNS name.

6.3 InFormAatrion Reguired IN eventr @tk serviece GALL tre
trhe supportr wvendak

The following information will be required in event of a  service call being placed:

« Screen shot of the 'Snare General Configuration Items' objective Configuration Wizard, as
per Figure 7. This will provide the DNS name or IP address of the Snare Server.

« Screen shot of the 'Health Checker' objective. This will p rovide a general health picture as
well as the extent of the 'graphic rendering' problem.

« Screen shot of the 'ping' results, as per Figure 1.

« Results of testing for access to the Snare Server via a web browser, with AND without
proxy settings being set.
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7.1 Symptraws

The 'Data Retrieval' objectives are not retrieving the us er and group information from
specified Snare agents.

7.2 Recovmmended debugging procedure

1. In the appropriate 'Data Retrieval' objective, check t hat the data in the 'Configure' tab has
been set correctly. A common error in most instances is t hat the name of the collection
host has not been spelled correctly or has not been fully qualified. If in doubt, 'ping' the
host to see if it is able to be contacted. Figure 8 s hows the details of the 'Configure' tab,
of (in this case) the Windows agent retrieval objective.

Figure 8 Check spelling and port of remote agent
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2. If any error has been corrected, regenerate the objective  manually and ensure that the
details of the users and groups are able to be displa yed. If an error is still reported then
check the password that has been set in the Configurati on Wizard found in the 'Snare
General Configuration Items' objective in 'Snare Server Utilities', as shown in Figure 9
below. If the password entered in this objective does not match the remote agent's
password, then it will not be able to contact the agent  and retrieve the users and groups.

3. If a manual regeneration of the objective still shows an error, then attempt to connect to
the agent using a web browser, following the procedure in  Section 5. If the remote access
is not successful, then either the name, connection port and/or password is incorrect. All
of these items need to be correct before proceeding.

Figure 9 Check whether the correct password has been entered
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7.3 InFormAtrion Reguired Iv eventr @tk serviece GALL tre
trhe supportr wvendak

The following information will be required in event of a  service call being placed:

« Screen shot of the Configuration Wizard page, as per Figure 7. This will indicate whether
an agent password has been set.

« Screen shot of the 'Retrieve User and Group....' objecti ve, AFTER a manual regeneration.
Also, a screen shot of the 'Configure' tab for this o bjective is required.

« Screen shot of the attempt to manually connect to the r emote agent identified in the
‘Configure’ tab (or one of the remote agents if the 'At tempt to collect data from all agents
that have reported to the Snare Server' radio button h as been selected), immediately
AFTER the ID and password have been entered.
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8.1 Symptrams

When connecting to the Snare Server via a web browser, th e user is unable to either view
and/or change some or all objectives.

8.2 Recovmended debugsging procedure

1. Connect to the Snare Server via a web browser and log in as Administrator.

2. Check the user's privileges by selecting the 'User Administration' objective in 'Snare
Utilities -> Snare Server Administrative Tools'. The ' Group Membership' list will provide an
indication of which group(s) the user belongs. See Figu re 10 below.

Figure 10 Identifying a user's group membership
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3. If the user belongs to any other group OTHER THAN 'Aiministrators’, then their level of
access will depend on which objective(s) they have been gr anted access. Note that access
to specific objectives is granted by group access, not u ser access. A specific objective's
access control can be viewed on the 'Access Control' tab, whilst a full picture of all
objective access control settings can be viewed by the 'View Objective Access Control
Settings' objective.

8.3 InfFormAatrion Reguikred v eventr @f serviee GAaLL tro
trhe suppoartr wvendakr

The following information will be required in event of a  service call being placed:

« Screen shot of the 'User Administration' objective. This will provide all the user's group
access. A sanitized copy may be provided if this info rmation is too sensitive to be passed
outside of an agency/company.

« A copy of the 'View Objective Access Control Settings' objective. This will provide all the
group access to all objectives. Again, a sanitised copy may be provided if this information
is too sensitive to be passed outside of an agency/compan y.

© InterSect Alliance, June 2008 Page 21 of 36 Version 2.6



Snare Troubleshooting Guide

®@.1 Symptrows

When connecting to the Snare Server via a web browser, t he user is unable to successfully
log in.

9.2 Recovmended debugging procedure

1. Connect to the Snare Server via a web browser and log in as Administrator. If this is
possible, proceed to the following steps, otherwise skip to Step 4 below.

2. Check whether the user is defined by selecting the 'User A dministration' objective in
'‘Snare Utilities -> Snare Server Administrative Tools'. See Figure 11 below.

Figure 11 Ensuring a user is defined in the Snare Server
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3. If the user is defined, then the password is likely to be incorrect. Change the password,
and try to log in again using the user's new password.

4. If alog in cannot be effected using the 'Administrato r' account, check the password again,
to make sure that the correct password is being used. |If this fails, attempt to 'SSH' into
the Snare Server using the 'root' password. If this succeeds, reboot the Snare Server
appliance and repeat the three options above.

5. If Active Directory is being used for authenticatio n, then the user's password will need to
be checked on the AD server. Check the 'User Administration' objective, to see whether
AD is being used the authentication source. This will indicate whether Active Directory
(AD) is being used, and hence whether this is the probl em. Please note that if AD is
being used, the user must be defined in BOTH the Sn are Server and AD.

9.3 InFormAtrion Reguired 1IN eventr @fF sService GALL tre
trhe suppoartr wvendakr

« Screen shot of the "Snare Utilities -> Snare Server Administrative Tools -> User
Administration" objective, as per Figure 11. This wil | indicate whether AD is being used to
source user passwords.
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1.1 Symptrams

Using the 'Health Checker' objective or other means, chec k if disk space is becoming critical
on the Snare Server.

1©.2 Recomwended dcebugging procedukre

1. Using the 'Health Checker' objective, check to see how m uch disk space is being used.
Figure 12 below shows the category in the Health Checker that highlights the available

disk space. The disk space usage can also be checked ugig the 'System Status' objective in
'Status and Statistics' .

Figure 12 Checking available disk space on the Snare Server

2. If the available disk space is below 50%, then it is necessary to see how the disk space can

be freed. Note that this percentage figure will vary, depending on how many events are
being collected on a daily basis.

3. The Snare Server will store event information onto | ocal disk. Therefore, after a few
months or years of operation, there is a risk that dis k usage will increase to critical levels.
In order to determine how much space is being used by ar chived event logs, go to the
‘Interactive Data Archive' objective. Ensure all check b oxes for all the months are
selected, and select the 'Update Total' button, as shown in Figure 13.
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Figure 13 'Interactive Data Archive' objective tally

4. If this amount turns out to be a significant prop ortion of the total used disk space, then
an archive is recommended. A data archive will write t he archived event logs to CD or
DVD, and then remove the data from hard disk storage.

1.3 InFarmatrion rReqguired 1N eventr @F serviee
eaLl trea trhe suppakrtr wvendakr

The following information will be required in event of a  service call being placed:

« Screen shot of the 'Health Checker' objective. This will p rovide the time taken to
complete an average day's scheduled tasks, as well as whether the collection services are
still active.

« Screen shot of the 'Interactive Data Archive' objective, showing the data that is being used
by all the months' archives.

« Screen shot of the 'System Status' objective.
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11.1 Symptrams

The emails for the daily tasks are being received late in the day, or the Health Checker is
reporting that a warning exists with the daily schedu led tasks.

11.2 Recomwended dcebugging procedukre

1. Connect to the Snare Server via a web browser and log in as Administrator.

2. Select the 'Health Checker' objective, and note down how long the daily tasks have taken
to run. The item to check this is shown in Figure 14 b elow.

Figure 14 Checking how long daily tasks have taken to run
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3. Usually, the fact that the emails are taking an ino rdinate amount of time to be sent is due
to the large size of the data store, or the Snare Server i s taking too long to process one or
more daily scheduled objectives. This will vary accord ing to the specifications of the
Snare Server, and the requirements of the agency.

4. It may be the case that a lot of unnecessary data i s being collected. In this case, it may
be necessary to examine the agent collection profiles, with  a view to reducing the amount
of events being sent to the Snare Server, and hence the size of the data store.

5. If it appears that the data store size is reasonabl e, then a particular objective may be
delaying part or all of the scheduled tasks. In this case, view the file /var/log/snare.log
on the Snare Server, to see the start and end times for eac h of the scheduled tasks.

11.3 InFoarmatrion Reqguired v eventr @aF serviee
caLl tre trrhe suppakrtr wvendakr

The following information will be required in event of a  service call being placed:

« Screen shot of the 'Health Checker' objective. This will p rovide the time taken to
complete an average day's scheduled tasks.

« A copy of the Nvar/log/snare.log file, on the SAME DAY as the problem occurred. This will
indicate progress of the daily scheduled tasks.

« Screen shot of the 'Snare Process Management' objective. This will provide an indication of
whether the system is under load.

« Screen shot of the 'System Status' objective. This will p rovide the previous week's worth of
information, and indicate if the system is not behavi ng correctly.
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12.1 Symptrams

The emails for the daily tasks are not being received, alt hough some appear early in the day.

12.2 Recoamwended debugging procedure

1. Connect to the Snare Server via a web browser and log in as Administrator.

2. Select the 'Health Checker' objective, and note down how long the daily tasks have taken
to run. The item to check this is shown in Figure 15 b elow. If the scheduled tasks are still
running, then the 'Health Checker' will report as such, and highlight the fact that some
tasks may still be running.

Figure 15 Checking how long daily tasks have taken to run
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3. If the scheduled tasks are still running, they may be terminated by using the 'Snare
Process Management' objective. Figure 16 shows where to check for active tasks. The
'‘Snare Process Management' objective can be used to see f there are any outstanding or
‘hung' tasks. If there appears to be tasks that are ' hung' then these may be terminated as
shown in the figure below. Note that sometimes a task m ay take an inordinate amount of
time to complete due to the data store being of a large s ize.

Figure 16 'PHP and SQL Management' objective

4. In a few cases, check the content of /var/llog/snare.log to check for any reportable
errors.

5. In order to simulate a 'Daily Scheduled' run, the foll owing code can be executed via an SSH
command shell. This will allow further fault finding  of the email distribution process.
NOTE: The 'Health Checker' objective MUST be set to 'Daly"' in the 'Scheduled Tasks' tab,
AND an email recipient must be nominated.

root@snare:~#data/Snare/SCRunner.php varimww/html/SNARE/Statisti¢shlthCheck.phpdaily
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12.3 InFarmatrion rReqguired 1N eventr @aF serviee
eaLl tre trhe suppakrtr vendakr

The following information will be required in event of a  service call being placed:

« Screen shot of the 'Health Checker' objective. This will p rovide the time taken to
complete an average day's scheduled tasks.

« A copy of the Nvar/log/snare.log file, on the SAME DAY as the problem occurred. This will
indicate progress of the daily scheduled tasks.

« Screen shot of the 'Snare Process Management' objective. This will provide an indication of
whether the system is under load.

« Screen shot of the 'System Status' objective. This will p rovide the previous week's worth of
information, and indicate if the system is not behavi ng correctly.
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The datra stroare i1s troo Big
13.1 Symptroams

The cumulative data in the data store is too big.

13.2 Recamwended debugging procedukre

1. Connect to the Snare Server via a web browser and log in as Administrator.

2. Select the 'System Status' objective, and check the dis k space being used. This is shown in
Figure 17 below.

Figure 17 'System Status' objective
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3. The data store for a specific installation should hold the number of events that meets the
needs of the agency, and the performance specifications of the Snare Server hardware. If
it is desired to cut down on the number of events in the data store, then there are two
courses of action; namely archive the old data to CD or DVD and/or cut down on the

number of events being received by the Snare Server.

4. CD/DVD Archive: Old event data can be archived onto CD or DVD using the Interactive
Data Archive' objective, found in 'Snare Utilities -> Snare Server Administration Tools'".

This objective is shown in Figure 18.

Figure 18 'Interactive Data Archive' objective
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5. Collection Profiles: The archive objective will only do so much to reduce t he amount of
information in the data store. It may be necessary to limit the amount of information
that reaches the Snare Server. Fortunately, the Snare agents are able to filter
information, and hence it will be possible to limit  the information that is collected. In
order to determine the information that is being collect ed, it will be necessary to collect
some statistics on the collection profiles. In order to do this, use the 'Dynamic Data
Query' objective, AND ensure the "Sort by the Field Count' check box is selected in the
‘Configure’ tab for this objective. In order to then repo rt on the different types of
events, the following query as shown in Figure 19 can be run. Note the check boxes and
radio buttons that need to be turned on.

Figure 19 'Dynamic Data Query' Objective — For the WinSecurity table
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The results of this type of query are shown below in F igure 20. The purpose of executing

these queries is to determine (in this case for the Win Security table), the EVENTID's
which are being collected, how many there are for each E VENTID, and sorted in reverse
order (greatest number first). This information can then be used to fine tune the Snare

agent so that only the desired information is collected.

Figure 20 'Dynamic Data Query' objective — results

7. It may also be useful to check the 'General Statistic s' objective, to see whether one or two
agents are sending an inordinate amount of information .
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13.3 InFarmatrion kRequiked IN eventr @k Serviece
eaLl tre trhe suppakrtr vendakr

The following information will be required in event of a  service call being placed:

« Screen shot of the 'Health Checker' objective. This will p rovide the time taken to
complete an average day's scheduled tasks.

« A copy of the Nvar/log/snare.log file, on the SAME DAY as the problem occurred. This will
indicate progress of the daily scheduled tasks.

« Screen shot of the 'System Status' objective.
« A screen shot of the dynamic query results, as per Figur e 20 above.
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14.1intrraduectrian

This section explains the procedure to restore the key configuration, and cloned objective,

settings that have been saved off by the Snare Server dur ing a data archive. When the Snare
Server exports audit data to optical media, via the "In teractive Data Archive" objectives,

under the "Snare Utilities" group, it will also export a copy of the organization's current
configuration and objective settings to the first CD/DV D.

Although there is currently no objective to restore th ese settings interactively, the decision
was made to include this capability in the archive to ol, as the space taken by the settings is
reasonably small, and it provided an emergency restorati on capability in the event of
catastrophic hardware failure, with the assistance of the Snare Server support team.

It should be noted, however, that:

« Audit data will be unaffected - your Snare audit data  will be retained.

« Objectives created since the last backup may still exist in your objective hierarchy, but
the associated configuration settings will have been remov ed by the data restoration.

14.2RestroratrioNn

14.2.1Lo% in tro trhhe Snare Servekr

This document assumes that this process is undertaken at the Snare Server console.
1. Log in as the user 'snare’, with the password you set at Snare Server installation time.

2. Once the desktop loads, open the 'Applications' menu , choose the 'Accessories' sub-menu,
and then the 'Terminal' item.

. A new window will appear on your desktop.

. In this new window, type: /bin/sudo su -

. A password prompt will appear. Enter the 'snare' lo gin password again.

The '‘prompt’ will change from something like "snare@sn are:~$", to "root@snare:~#"

o0 AW

14.2.2Insertr your CD ar DVD intro trhhe Snare Servekr

1. Insert the first CD or DVD of the Snare Server backup set, into the Snare Server CD/DVD
drive. Your desktop will recognize that a new CD has b een inserted, and will mount the
new disk for you under the directory "/media/cdrom”. A new window may also appear on
your screen, displaying the contents of the CD/DVD. PI ease close this by clicking on the 'X'
icon at the top right-hand side of the window.

2. In you terminal window, type the following commands
tar -C / -xvzf /media/cdrom/Snare.tar.gz
cat /media/cdrom/SnareSettingsBackup.sql | sqlite /var  /lib/sqlite/SNARE.sqlite
eject cdrom

3. Remove the CD/DVD from the drive

4. Log out of the Snare server, by choosing the "System" menu, and the "Quit" item.

Your Snare Server should now have configuration settings and objectives restored to the
point of the previous backup.
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